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« Pathetic Dot Theory by L. Lessig

International Law
Trade Agreements
Civil & Criminal Code
Cybersecurity Law
Telecommunication Regulation
Privacy Regulation, etc.

Architecture

Responsible State Behavior
Self Censorship

Coordinated Vulnerability Disclosure
Online Reputational Mechanism, etc.

Domain Name System
Internet Protocols

File Types

Web Filtering

Digital Rights Management
Automatic Detection of
Terrorist Contents, etc.

Interconnection and Peering among ISPs

Network Neutrality or Paid Prioritization

Profits from Personal Data Transaction

Trading Cyber Attack Capability on the Dark Web Market etc.

Reference: Lessig, L. 2007, “Code v2.0". http://codev2.cc/
XERSBIEDHIIRIFERE
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« The application of norms derived from existing international law
relevant to the use of ICTs by States is an essential measure to
reduce risks to international peace, security and stability.

* International law, and in particular the Charter of the United
Nations, is applicable and is essential to maintaining peace and
stability and promoting an open, secure, peaceful and
accessible ICT environment.

Rt SB3MEEY /) \—GGEIREE (201346H24H) http://undocs.org/en/A/68/98
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States should not knowingly allow their territory to be used for internationally wrongful
acts using ICTs

States should take reasonable steps to ensure the integrity of the supply chain so that
end users can have confidence in the security of ICT products. States should seek to
prevent the proliferation of malicious ICT tools and techniques and the use of harmful
hidden functions.

States should encourage responsible reporting of ICT vulnerabilities and share associated
information on available remedies to such vulnerabilities to limit and possibly eliminate
potential threats to ICTs and ICT-dependent infrastructure.

States should not conduct or knowingly support activity to harm the information systems
of the authorized emergency response teams (sometimes known as computer emergency
response teams or cybersecurity incident response teams) of another State. A State
should not use authorized emergency response teams to engage in malicious
international activity.

R T: SBALEEY 1 )\ —GGEXREE (201557H22H) http://undocs.org/A/70/174
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* The United States and China agree that neither country’s government
will conduct or knowingly support cyber-enabled theft of intellectual
property, including trade secrets or other confidential business
information, with the intent of providing competitive advantages to
companies or commercial sectors.

» Both sides are committed to making common effort to further
identify and promote appropriate norms of state behavior in
cyberspace within the international community.

R#5T: FACT SHEET: President Xi Jinping's State Visit to the United States (September
25, 2015) https://obamawhitehouse.archives.gov/the-press-office/2015/09/25/fact-
sheet-president-xi-jinpings-state-visit-united-states
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Global Commission on the Stability of
Cyberspace (GCSC)
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e 2017~2018(CHMIFBRITED THA/\—EZzNFE
« Non-interference with the public core of the Internet
« Protecting electoral infrastructure

« Norm Package Singapore
« Norm to Avoid Tampering
« Norm Against Commandeering of ICT Devices into Botnets
« Norm for States to Create a Vulnerability Equities Process
« Norm to Reduce and Mitigate Significant Vulnerabilities
« Norm on Basic Cyber Hygiene as Foundational Defense

« Norm Against Offensive Cyber Operations by Non-State Actors
¥#%5t:Global Commission on the Stability of Cyberspace https://cyberstability.org/
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Cybersecurity Tech Accord
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« We will protect all of our users and customers everywhere.

* We will oppose cyberattacks on innocent citizens and
enterprises from anywhere.

» We will not help governments launch cyberattacks against innocent
citizens and enterprises from anywhere.

« We will help empower users, customers and developers to
strengthen cybersecurity protection.

« We will partner with each other and with likeminded groups to
enhance cybersecurity.
$R#%7T: Cybersecurity Tech Accord: https://cybertechaccord.org/about/
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THE THREE LAYERS OF DIGITAL GOVERNANCE

No one person, government, organization, or company governs the digital space. Digital Governance may be stratified into the three layers
depicted here: Infrastructure, Logical, Economic and Societal. Solutions to issues in each layer include policies, best practices, standards, DIGITAL
specifications, and tools developed by the collaborations of stakeholders and experts from actors in business, government, academia,

technical, and civil society. For a map of Digital Governance Issues and Solutions across all three layers, visit https./map.netmundial.org. gco_:!g:SANCE

«IGF
l « World Economic Forum
« NETmundial Initiative
«W3C
« Industrial Internet Consortium

MANUFACTURING INFORMATION AND NEWS AND MEDIA PUBLIC SECTOR
AND TRADE COMMUNICATION AND TAXATION

ECONOMIC AND TECHNOLOGY -1soc
l SOCIAL " « National Governments

DEVELOPMENT « Private Sector

| P R ex.: Facebook, Google, Sony,
=@i= & @ =& ,(L\libaba) ¢ *

« Inter-governmental
FINANCE CIVIL AND Organizations (ex.: OECD,

INTERNET OF X
THINGS T HUMAN RIGHTS UNESCO, WTO, WIPO)
| Society

= (ex.: Human Rights Watch, APC)

SECURITY « Academia

« Law Enforcement Agencies
(ex.: INTERPOL, FBI)

- T
«ICANN / IANA

INTERNET <IETF
PROTOCOLS {n - +NRO/RIRs
o /O . 8 o 8
= — i & AR, o8y

) 3u e oa

==k <ETSI
' ' « TLD Operators
+ Domain Name Registrars

ROOT SERVICES DOMAIN NAMES | IP ADDRESSES I | PROTOCOL PARAMETERS | « IEEE
+W3C

THE INTERNET BACKBONE (IP NETWORKS)

ECONOMIC AND
SOCIETAL LAYER

LOGICAL LAYER

2 G X
]

+«GSMA -« National ICT Ministries

«IEEE - National Regulators

«IETF < Network Operators

UNDERSEA WIRELESS
«ITU
capLes % % Bl sverems

@@® 2015 | Creative Commons Attribution - NonCommerecial

INTERNET
EXCHANGE
POINTS (IXP)

TERRESTRIAL
CABLES

INFRASTRUCTURE

For public use. Designed by XPLANE, in assignment by ICANN. v2.1 16 December 2015

Source: ICANN https://www.icann.org/news/multimedia/1563
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» Coordinated Vulnerability Disclosure

* Vulnerability Equity Process
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