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Early Warning: A New Mirai
Variant is Spreading Quickly

on Port 23 and 2323
|:| |:| |:| |:| POCD user/password[l D |:| D MBER 2017 on loT Botnet, Mirai, ScanMon, New Threat, Botnet Measurement

[Updates on 2017-11-28]

‘ « Both C2s have been sink-holed now by security community.
» admin/CentryLink is a typo for admin/CenturyLink.

¢* £
~ A ” About 60 hours ago, since 2017-11-22 11:00, we noticed big upticks on port 2323
. \] S B\/\b t 1 P $J I = * and 23 scan traffic, with almost 100k unique scanner IP came from Argentina.
After investigation, we are quite confident to tell this is a new mirai variant.
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A Guide for the Penetration Tester
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IOT t*lu 7_'47j‘f|:5‘f? loT Security & Privacy Trust Framework v2.5
®

ver 1 .0 The IoT Trust Framework® includes a set of strategic principles necessary to help secure 10T devices and
their data when shipped and throughout their entire life-cycle. Through a consensus driven multi-
stakeholder process, criteria have been identified for connected home, office and wearable technologies
including toys, activity trackers and fitness devices. The Framework outlines
the need for comprehensive disclosures which need to be provided prior to Qo i
product purchase, policies regarding data collection, usage and sharing, as X F
well as the terms and conditions of security patching post-warranty. @
Security updates are essential to maximize the protection of loT devices ’
when vulnerabilities are discovered and attacks evolve. In addition, the H I N Gs
k provides for to enhance ) &

transparency and communication regarding devices’ ability to be updated
and a range of data privacy related issues.

Core to addressing the inherent security risks and privacy issues is the application of the principles to the &

Fr 28 7R entire device solution or ecosystem. These include the device or sensor, the supporting applications, and
the backend / cloud services. As many products coming to market rely on third-party or open source
s components and software, it is incumbent on developers to apply these principles and conduct supply
loT it /=27 s chain security and privacy risk assessments.

i) ) . ) ’ )

Serving as a risk guide for and retailers, the Framework is the

RHERE foundation for future loT certification programs. It s the goal of OTA to highlight devices which meet
these standards to help consumers, as well as the public and private sectors, make informed purchasing
decisions. The Framework and related resources are available at https://otalliance.org/IoT.

The Framework is broken down into 4 key areas:
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PSIRT ¢ Product Security Incident Response Team £
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