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WS 13 Keeping Your Credentials Secure Online: A Roundtable Best Practice Forum
Critical Internet Resources
WS 118 How communities restore trust in the digital environment

Cybersecurity and Trust
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Wednesday, November 11 Emerging lssues

WS 131 Commonwealth approach on National Cybersecurity Strategies Enhanci ng Multistakeholder
Cooperation

WS 141 Law enforcement in a world where encryption is ubiquitous Inclusiveness and Diversity
Internet and Human Rights

WS 111 Understanding Effective Cyber Security Capacity Building Internet Econo my

WS 160 Managing security risks for sustainable development Main Session
Open Forum

WS & Child Online Protection through Multistakeholder Engagement
® Openness

WS 120 Evolving Cyber Assurance across Societies & Supply Chains

WS 17 Cybersecurity Awareness though Multistakeholder outreach
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* Enhancing Cybersecurlty and Building Digital
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Recommendation 1:

* There is a need for policymakers to discuss the role of CSIRTs with the CSIRT community to avoid
misconceptions around the role of CSIRTs.

Recommendation 2:

*  CSIRTs are recommended to be actively involved in relevant policy discussion at both the
national and international level. In order to engage with other stakeholders it is important to be
where they are. The provided examples show that it brings influence and understanding.

Recommendation 3:

*  Every government has the right to create the CSIRT it needs. It is recommended though that
governments make an informed decision, taking into consideration the potential consequences
of their choice.

Recommendation 4:

*  Where CSIRTs are concerned privacy and security have to stand together in order for a CSIRT to
be truly successful.

Recommendation 5:

. Data protection is a term that is better understood in a general sense than privacy. Hence it is
advised to use this term in a CSIRT context more as it is far more concrete.

Recommendation 6:

*  Data protection has to be at the core of the work of a CSIRT.

A
NPIC Copyright © 2016 Japan Network Information Center



IGF BPFIC X333 : CSIRT(#%%)

. Recommendation 7:
. It is recommended to involve Data Protection Commissioners more in the work of CSIRTs.

. Recommendation 8:

* To ensure transparency and accountability where data protection is concerned, it is advised to
make a study whether a standard protocol can assist attaining transparency, as well as more
conscious decisions about limits to data sharing, anonymization of data where possible and the
handling of data by CSIRTs.

. Recommendation 9:

*  CSIRTs should minimize data collection and processing, while also focusing on their constituency

and anonymizing relevant information.
. Recommendation 10:

* A well-run CSIRT is an essential part in the protection of data and security within a society.

Recommendation 11:

*  Further study is recommended into the expanding role of CSIRTs. This could e.g. include
whether there are sensible limits to tasks given and what role a CSIRT can play in enhancing
cooperation in the security chain between other stakeholders, e.g. manufacturers of ICT
products and providers of ICT services and does the current definition of a CSIRT match the
reality of work asked and tasked.
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. Recommendation 12:

e Further study is recommended into the ways CSIRTs and law enforcement
can enhance their cooperation in meaningful ways, each from within its
respective mission.

. Recommendation 13:

e Further study is recommended into responsible disclosure and how to
create conditions that ethical hackers can contribute to a safer Internet
experience for all.

. Recommendation 14:

e CSIRTs have a role in handling effects of cybercrimes and providing
technical support for investigations, but cybercrime is overall crime and as
such should be dealt by law enforcement entities, like the police.
Containing too much of this work within a CSIRT, or making a CSIRT part of
a law enforcement agency is likely to have significant impact on its ability
to work with the private sector.
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. Recommendation 1:

*  That newly connected economies consider multistakeholder anti-botnet efforts (botnet
mitigation centers) as they have a role in reducing the number of infections on end users’
devices.

. Recommendation 2:

*  That effort be taken by law enforcement to categorise crimes undertaken using the Internet.

. Recommendation 3:
*  That governments and law enforcement take proactive steps to encourage the reporting of
cybercrime by all users: citizens and industry.
. Recommendation 4:

*  That further attention ought to be given to surveying the needs of African nations (and other
developing nations), not only in dealing with the problem of spam, but the broader issues of
cybersecurity and cyber safety.

Recommendation 5:

* That there is a need for basic cybersecurity training, including in relation to the mitigation of
unsolicited communications, in the African region and perhaps other regions of the globe.
Active participation from other regions is recommended. An example could be to organise
workshops at the African Internet Summit.
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. Recommendation 6:
* That there is a need for education of citizens, including children, on matters relating to
cybersecurity in economies coming newly online.
. Recommendation 7:

*  That industries affected by spam, phishing, etcetera must continue to evolve in order to protect
their own reputations and to ensure that their own customers do not become victims; including
the provision of funding for education programs.

. Recommendation 8:
*  That further consideration ought to be given to producing simple lists of low or no cost initiatives
that can assist newly-connected economies to protect their infrastructure.
. Recommendation 9:

That consideration ought to be given by newly connected economies to a wide variety of multi-
stakeholder arrangements, including public-private and private-private initiatives in combating
unsolicited communications.
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