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® What are the typical roles and responsibilities of your/each
of the stakeholder groups in making the internet a secure
and safe place for people to socialize and conduct business?

® What are some of the typical communication mechanisms
between stakeholder groups to discuss cyber security
related concerns?

® How can cybersecurity cooperation and collaboration be
enhanced particularly in developing and least developed
countries?

® What are some common problem areas that stakeholders
encounter when trying to enhance cooperation and
collaboration?

® What are some notable existing best practices and
examples of successful collaboration and cooperation
amongst stakeholders and specific actors that have helped
improve cybersecurity?

® What are some examples of best practices in ‘Cyber
security  Situational Awareness’ where different
organizations have worked together, specifically with law
enforcement agencies and other specialists?

® What are other related or different topics that your
organization would like this BPF to address moving
forward, both in 2016 and beyond?

c. 2 Ar ik | IGF2016 Best Practices Forum on Cybersecurity ® A —1V > 7
U A b ~OFFE SR
http://www.intgovforum.org/mailman/listinfo/bp_cybersec_2016
_intgovforum.org

d. ZEE®R BPF Cybersecurity |

http://www.intgovforum.org/cms/best-practice-forums/bpf-cyber

security

5) Asia Pacific Regional Internet Governance Forum(APrIGF)
Synthesis Document ver.2 ~DE REE

a. T AL MNEE4E | 2 4 & . Asia Pacific Regional Internet Governance
DL Forum(APrIGF)
fisoEIY 1 2016 4F 8 H 26 H UTC23:59 (JST 3 08:59)
b. = A FZE4E | APrIGF OiFEmICB W TEH SNTEE 2N 6 ~D K2 U E
DN tL. BERFE,

O3 %A1 Next Billion Online, Security, Human Rights and
the Internet, Multistakeholder Model, Digital Economy and




Trade. Future Impact,
BICEMFEFEDORER B H TV,

c. TALNKHE | APrIGF © 2 A ¥ NEEY A b ~OF AR EE

http://comment.rigf.asia/

d. =&E# [ APrIGF Synthesis Document v2 now open for public
comment |

https://2016.aprigf.asia/2016/08/15/aprigf-synthesis-document-

v2-now-open-for-public-comment/




B2EFH 1
£ 10 FiZmi) 72 IGF 0ot : IGF RETREAT PROCEEDINGS
National and Regional IGF Initiatives (NRIs){ZB89" % I8 B tk ¥

Alignment to the IGF and global agenda related to Internet governance

Participants were reminded that the NRIs are only recognized by the IGF and listed on the IGF website if
they meet the IGF principles of being open, inclusive, transparent, non-commercial and respecting the
multistakeholder model.

It was suggested that there could be a clear and close alignment of the NRIs to the global IGF and the
Tunis Agenda. At the same time, governments could consider utilizing or leveraging on the work of the NRIs to
implement outcomes of the WSIS Action Lines.

Some suggested that the NRIs should stay independent and unique, as they are organic in their creation,
while others suggested incorporating the NRIs more tightly into the overall IGF work processes. One concern
was raised that NRIs do not have mandates provided for in the Tunis Agenda, and another concern questioned
what closer affiliation with the global IGF would mean. Some noted NRIs are diverse, complex, autonomous
and bottom-up, and should remain independent from the IGF. Similarly, it was recommended to avoid
stipulating that interactions with and among NRIs occur through hierarchical mechanisms such as a
national-regional-global chain or pyramid. There was a general reticence to imposing any strict control over
them. At the same time, engagement with NRIs who wish to be more closely involved in the IGF’s work should
be strengthened.

Visibility and Access to Information

It was suggested that the IGF website and NRIs mailing list could be improved to help with information
exchange. Other tools such as social media could also be used as collaborative platform between the IGF and
the NRIs.

A periodic regular newsletter could be sent out to ensure continuity of information flow with the NRIs.
Where resources are available, any content on the IGF website could be available in multiple languages (i.e. 6
UN official languages) for content to be accessible to non-English users.

Outreach and Capacity Building

In addition to increased communication efforts with the NRIs, some suggested that a collaborative and
bilateral relationship might be initiated, where the global IGF could reach out to the NRIs more systematically
and with established guidelines. Tighter, more specific guidelines could be developed for the establishment of
NRIs. This perspective shared that NRIs could be more functionally involved in the IGF work. On this note, it
was called for NRIs to further integrate their work into the IGF annual programme, in alignment with its
themes.

It was suggested that a stronger connection between the global IGF and the NRIs could also be created
through capacity building activities. In this suggestion, one ne of the work streams of the IGF Secretariat could
be in these capacity development efforts and within the MAG, there could be dedicated working groups for this.
It was noted the NRIs may also need more financial support.

The IGF Secretariat could improve its communication platforms for outreach to the NRIs. It was noted
that a capacity building strategy and a clear action plan could also be put in place.

It was suggested there could be a more systematic and analytical approach toward the engagement of
the work of the NRIs. For instance, it would be a useful exercise to evaluate the extent of the multistakeholder
process within each of the initiatives.
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Proposed questions to guide your response:

While inputs of any format will be considered for incorporation, a suggested format could include
bullet points addressing some or all of the following questions:

2.

o o

How would you define, or how do you understand, the theme “Connecting and Enabling
the Next Billion™?

The first phase of Connecting and Enabling the Next Billion (2015) identified a set of
policy options aimed at the creation of enabling environments, including deploying
infrastructure, increasing usability, enabling users, and ensuring affordability. What are
the factors to consider when adopting these policy options at local levels (e.g. the state of a
country’s market development, the available infrastructure, level of capacity-building, etc.).

Are you aware of any specificities around connectivity at a local or regional level? (In other
words, do you know of factors that impact connectivity in, for instance, rural areas but less
so at an urban level? Or factors that affect connectivity at regional or larger scale, but not
as noticeably at local or smaller scale?)

Data shows that the growth of Internet adoption is slowing down in some areas, especially
as broadband services extend to more remote, less densely populated areas (facing
challenges beyond affordability and availability).1[1] What are some of the barriers or
limitations preventing people who do have Internet access from being enabled or
empowered through such connectivity?

What does meaningful access mean?

How can connectivity contribute to reaching the new SDGs?

Do you know examples of stories where using ICTs to support development has not
worked, and why?

Can you think of ways in which ICTs or Internet connectivity could be used to help reach
the SDGs?

Do you know of examples of success stories that can illustrate how Internet access can
help to address real-world problems (in either developed or developing countries)? For
example, do you have stories or experiences to share regarding some or all of the following
SDG-related questions:

. How can connecting and enabling users help to reduce poverty in its various forms?
(SDG 1)

. How can connecting and enabling users help to end hunger, achieve food security
and support improved nutrition? (SDG 2)

. How can connecting and enabling users help to promote sustainable agriculture?
(SDG 2)

. How can connecting and enabling users help to ensure healthy lives and to promote
well-being at all ages? (SDG 3)

. How can connecting and enabling users help to ensure inclusive and equitable,
quality education? (SDG 4)

. How can connecting and enabling users help to promote lifelong learning

opportunities? (SDG 4)
How can connecting and enabling users help to achieve gender equality? (SDG 5)
. How can connecting and enabling users help to empower women and girls? (SDG 5)
How can connecting and enabling users help to ensure the availability and
sustainable management of water and sanitation? (SDG 6)
. How can connecting and enabling users help to ensure access to affordable, reliable,
sustainable and modern energy? (SDG 7)




How can connecting and enabling users help to promote sustained, inclusive and
sustainable economic growth? (SDG 8)

How can connecting and enabling users help to promote full and productive
employment? (SDG 8)

How can connecting and enabling users help to ensure decent work? (SDG 8)

How can connecting and enabling users help to build resilient infrastructure,
promote inclusive and sustainable industrialization and foster innovation? (SDG 9)
How can connecting and enabling users help to reduce inequality within and among
countries? (SDG 10)

How can connecting and enabling users help to make cities and human settlements
inclusive, safe, resilient and sustainable? (SDG 11)

How can connecting and enabling users help to ensure sustainable consumption and
production patterns? (SDG 12)

How can connecting and enabling users help to combat climate change and its
impacts? (SDG 13)

How can connecting and enabling users help to conserve and sustainably use the
oceans, seas and marine resources for sustainable development? (SDG 14)

How can connecting and enabling users help to protect, restore and promote
sustainable use of terrestrial ecosystems, sustainably manage forests, combat
desertification, and halt and reverse land degradation and halt biodiversity loss?
(SDG 15)

How can connecting and enabling users help to promote peaceful and inclusive
societies for sustainable development? (SDG 16)

How can connecting and enabling users help to provide access to justice for all? (SDG
16)

How can connecting and enabling users help to build effective, accountable and
inclusive institutions at all levels? (SDG 16)

How can connecting and enabling users help to strengthen the means of
implementation (SDG 17)

How can connecting and enabling users help to revitalize the global partnership for
sustainable development? (SDG 17)



